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(57) ABSTRACT

It is determined that the multi-function peripheral operates
according to a first mode in which user authentication is
available and department authentication is not available or
operates according to a second mode in which both of the
user authentication and department authentication are avail-
able. In a case that the multi-function peripheral operates
according to the first mode, user authentication information
is transmitted to the multi-function peripheral. In a case that
the multi-function peripheral operates according to the sec-
ond mode, authentication information is transmitted to the
multi-function peripheral. The authentication information is
used to causing the multi-function peripheral to perform
selection authentication before performing a job. The selec-
tion authentication is one selected from the user authenti-
cation and department authentication by a user.

9 Claims, 8 Drawing Sheets
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PRINT APPARATUS AND METHOD HAVING
CONTROL UNTIL THAT CANCELS PRINT
PROCESSING DEPENDING UPON
AUTHENTICATION MODE

CROSS REFERENCE TO RELATED
APPLICATIONS

This application is a continuation of U.S. application Ser.
No. 14/591,570 filed on Jan. 7, 2015, the entire disclosure of
which is hereby incorporated by reference herein. This
application also claims foreign priority under 35 U.S.C.
§119 of Japanese Applications Nos. 2014-009785 filed on
Jan. 22, 2014, and 2014-250318 filed on Dec. 10, 2014.

BACKGROUND OF THE INVENTION

1. Field of the Invention

The present invention relates to a technique for causing a
multi-function peripheral to execute a job.

2. Description of the Related Art

Conventionally, office environments have existed in
which a department authentication (department manage-
ment) is used for budget management for each group or
department, when using an image forming apparatus. How-
ever, because of a rise in security consciousness in recent
years, environments in which, in place of department
authentication, user authentication is used are increasing.
Furthermore, there have come to be many office environ-
ments that permit the execution of a job for copying or
scanning in cases where user authentication is used.

Also, an authentication operation is performed by allow-
ing a user to input authentication information (for example,
a user name and a password) using a user interface such as
a touch panel of an image forming apparatus, and verifying
against a pre-registered user information database.

In user authentication using a user interface of the image
forming apparatus, it is possible to first display an authen-
tication screen, and then to only allow execution of jobs after
the user authentication has been executed by performing
screen control such that various function screens are only
displayed after having completed the user authentication.

For this reason, systems exist in which, for a print job
transmitted from an external device, the print job is tempo-
rarily saved by the image forming apparatus in order to
allow the user authentication to be executed, and after
execution of the user authentication by a user interface of the
image forming apparatus, print job processing is initiated.
Also, it is possible to use both user authentication and
department authentication (Japanese Patent Laid-Open No.
2011-4087).

Meanwhile, in a case where a job, such as a print job, a
remote scan job, or a fax transmission job, is caused to
execute by the job being transmitted from an external
device, such as a personal computer connected to the image
forming apparatus via a network by driver software, the
department authentication is mainly used, and for a portion
of driver software, the user authentication is used.

However, in the conventional techniques, there is the
following problem. Because the department authentication
is performed by a verification of a numeral department ID
and a password for each department, the total number of
combinations is small compared to the user authentication,
and so security strength is low. On the other hand, conven-
tional driver software which does not support the user
authentication can only use the department authentication.
For this reason, image forming apparatuses make the depart-
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ment authentication useable for execution jobs transmitted
from external devices even if the authentication mode set for
the image forming apparatus is the user authentication in
order to preserve compatibility with conventional driver
software and allow jobs to be executable. For this reason,
there is a problem in that a job execution path by which the
user authentication is not performed remains. Also, from a
security perspective, it is an undesirable situation where the
same authentication mode as the authentication mode
executed by a user interface of the image forming apparatus
for an execution job from an external device cannot be
applied.

SUMMARY OF THE INVENTION

The present invention was conceived in view of these
kinds of problems, and provides a technique for making a
user authentication applicable for an execution of a job
inputted into a multi-function peripheral from an external
device, and making an authentication mode selectable in
accordance with an operation policy in a user environment
where only the user authentication is useable while preserv-
ing compatibility with conventional driver software as much
as possible. Also, the authentication mode is caused to match
for the above described external device and the multi-
function peripheral.

According to the first aspect of the present invention,
there is provided an information processing apparatus
capable of network communication with a multi-function
peripheral, the apparatus comprising: a determination unit
configured to determine that the multi-function peripheral
operates according to a first mode in which user authenti-
cation is available and department authentication is not
available or operates according to a second mode in which
both of the user authentication and department authentica-
tion are available; and a transmission unit configured to
transmit, in a case that the determination unit determines that
the multi-function peripheral operates according to the first
mode, user authentication information to the multi-function
peripheral, the user authentication information being used to
causing the multi-function peripheral to perform the user
authentication before performing a job, and transmit, in a
case that the determination unit determines that the multi-
function peripheral operates according to the second mode,
authentication information to the multi-function peripheral,
the authentication information being used to causing the
multi-function peripheral to perform selection authentica-
tion before performing a job, the selection authentication
being one selected from the user authentication and depart-
ment authentication by a user.

According to the second aspect of the present invention,
there is provided an information processing system having a
multi-function peripheral and an information processing
apparatus capable of network communication with the
multi-function peripheral, the multi-function peripheral
operates according to a first mode in which user authenti-
cation is available and department authentication is not
available or operates according to a second mode in which
both of the user authentication and department authentica-
tion are available, the information processing apparatus
comprising: a determination unit configured to determine
that the multi-function peripheral operates according to the
first mode or operates according to the second mode; and a
transmission unit configured to transmit, in a case that the
determination unit determines that the multi-function
peripheral operates according to the first mode, user authen-
tication information to the multi-function peripheral, the
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user authentication information being used to causing the
multi-function peripheral to perform the user authentication
before performing a job, and transmit, in a case that the
determination unit determines that the multi-function
peripheral operates according to the second mode, authen-
tication information to the multi-function peripheral, the
authentication information being used to causing the multi-
function peripheral to perform selection authentication
before performing a job, the selection authentication being
one selected from the user authentication and department
authentication by a user.

According to the third aspect of the present invention,
there is provided an information processing method per-
formed by an information processing apparatus capable of
network communication with a multi-function peripheral,
the method comprising: a determination step of determining
that the multi-function peripheral operates according to a
first mode in which user authentication is available and
department authentication is not available or operates
according to a second mode in which both of the user
authentication and department authentication are available;
and a transmission step of transmitting, in a case that it is
determined in the determination step that the multi-function
peripheral operates according to the first mode, user authen-
tication information to the multi-function peripheral, the
user authentication information being used to causing the
multi-function peripheral to perform the user authentication
before performing a job, and transmitting, in a case that it is
determined in the determination step that the multi-function
peripheral operates according to the second mode, authen-
tication information to the multi-function peripheral, the
authentication information being used to causing the multi-
function peripheral to perform selection authentication
before performing a job, the selection authentication being
one selected from the user authentication and department
authentication by a user.

Further features of the present invention will become
apparent from the following description of exemplary
embodiments (with reference to the attached drawings).

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a view for illustrating an example configuration
of an information processing system.

FIG. 2 is a block diagram for showing an example
configuration of an MFP 101.

FIG. 3 is a block diagram for showing an example
configuration of a PC 102.

FIG. 4 is a flowchart for processing that the MFP 101
performs.

FIG. 5 is a view for illustrating an example configuration
of a GUI 500.

FIG. 6 is a view for illustrating an example configuration
of a GUI 600.

FIG. 7 is a view for showing an example of control of
whether or not to perform execution of a job by the MFP
101.

FIG. 8 is a view for illustrating an example configuration
of a GUI 800.

FIG. 9 is a flowchart for processing that the PC 102
performs.

DESCRIPTION OF THE EMBODIMENTS

Embodiments of the present invention will be described
hereinafter in detail, with reference to the accompanying
drawings. Note that embodiments described below merely
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illustrate examples of specifically implementing the present
invention, and are only specific embodiments of a configu-
ration defined in the scope of the claims.

First Embodiment

Firstly, for an example configuration of an information
processing system according to embodiments, explanation
will be given using FIG. 1. As shown in FIG. 1, the
information processing system according to the embodi-
ment, has a PC (personal computer) 102 that functions as an
information processing apparatus, and an MFP (Multi Func-
tion Peripheral) 101 which is a multi-function peripheral
having a printer and a scanner. The PC 102 and the MFP 101
are connected via a network 110, and can perform data
communication with each other. The network 110 may be a
wired connection and may be wireless.

Next, for an example configuration of the MFP 101,
explanation will be given using a block diagram of FIG. 2.

A communication unit 201 is comprised of a known
communication interface, and performs data communication
with the PC 102 via the above described network 110. For
example, the communication unit 201 receives a print job
including a print command and print data, a scan job
including scan parameters, a fax transmission job including
fax transmission destination information, or the like, from
the PC 102.

A reading unit 202 reads information printed on a record-
ing medium such as a sheet, and outputs a result of the
reading as an image.

A control unit 203 has a configuration for storing com-
puter programs and data including a CPU, a RAM, a ROM,
an HDD (hard disk drive), or the like (not shown), and a
configuration for executing processing using the computer
programs and the data. For example, by the CPU loading the
computer programs and data stored in the ROM or the HDD
into the RAM and executing, control of operation for each
functional unit that comprises in the MFP 101 is performed,
processing explained later that the MFP 101 performs is
realized.

An input image processing unit 204 applies various image
processing (for example, shading correction processing,
MTF correction processing, or the like) to an image output
as a result of reading from the reading unit 202, and outputs
the image to which the image processing is applied.

An output image processing unit 205 applies various
image processing to an image to which the image processing
is applied by the input image processing unit 204, and to
print data in a print job that the communication unit 201
received from the PC 102. The image processing by the
output image processing unit 205 may be, for example,
rasterization processing, monochrome processing, mono-
color processing, additional image composition processing,
halftoning processing, or the like.

An operation unit 206 has a functional unit for displaying
a result of processing by the control unit 203 as an image,
text, or the like, and a functional unit for a user to operate
in order to input various operation instructions, such as a
touch panel screen, hard keys or the like.

A printing unit 207 performs printing on a recording
medium such as a sheet based on a print job, and may use
an ink and may use a toner. In other words, in this embodi-
ment, the printing unit 207 may have any configuration in
which it is able to perform printing on a recording medium
such as a sheet.

The authentication unit 208 executes whichever of a user
authentication, which is an authentication using information



US 9,467,585 B2

5

specific to a user, and a group authentication which is an
authentication using information specific to a group (here-
inafter referred to as a “department”) to which the user
belongs (for example, a department ID and password), is
selected by later explained processing.
AFAX communication unit 209, through a telephone line,
or the like, performs a FAX communication and performs
transmission and reception of a FAX document with a
communication partner apparatus.
Next, for an example configuration of the PC 102, expla-
nation will be given using the block diagram of FIG. 3.
A communication unit 301 is comprised of a known
communication interface, and performs data communication
with the MFP 101 via the above described network 110. For
example, the communication unit 301 transmits a print job
including a print command and print data, a scan job
including scan parameters, a fax transmission job including
fax transmission destination information, or the like, to the
MFP 101.
A control unit 302 has a configuration for storing com-
puter programs and data including a CPU, a RAM, a ROM,
an HDD (hard disk drive), or the like (not shown), and a
configuration for executing processing using the computer
programs and the data. For example, by the CPU loading the
computer programs and data stored in the ROM or the HDD
into the RAM and executing, control of operation for each
functional unit that comprises in the PC 102 is performed,
and processing explained later that the PC 102 performs is
realized. In such computer programs, driver software of the
MFP 101 is included.
A command processing unit 303 generates commands for
causing the MFP 101 to execute print jobs, scan jobs, or fax
transmission jobs, and the communication unit 301 inter-
prets the commands received from the MFP 101.
An operation unit 305 is comprised of a mouse, a key-
board, or the like, and a user of the PC 102 is able to input
into the control unit 302 various instructions by operating
the operation unit 305. A display unit 306 is comprised of a
CRT, a liquid crystal screen, or the like, and is able to display
an image, text, or the like, as a result of processing by the
control unit 302.
Next, explanation will be given for processing that the PC
102 performs in order to transmit various jobs such as those
described above to the MFP 101 using FIG. 9 which shows
a flowchart for this processing. Processing in accordance
with the flowchart of FIG. 9 is processing performed by the
control unit 302 executing driver software of the above
described MFP 101.
Here, prior to performing the processing in accordance
with the flowchart of FIG. 9, setting such as that described
below is performed in advance using GUIs (Graphical User
Interfaces) shown in FIGS. 5 and 6 on the side of the MFP
101.
setting of whether or not a user authentication is required
in order to execute a job transmitted from the PC 102
(a first setting)

setting of whether or not a group authentication is
required in order to execute a job transmitted from the
PC 102 (a second setting)

The GUI 500 shown in FIG. 5 is a GUI for performing the
second setting, and when a user inputs an instruction for
performing the second setting by operating the operation
unit 206, the control unit 203 displays the GUI 500 exem-
plified in FIG. 5 on the operation unit 206 (touch panel
screen).

When the user sets a check-box 501 on the GUI 500 to a
checked state (enables) by operating the operation unit 206,
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the control unit 203 sets so that the group authentication is
prohibited. On the other hand, when the user sets the
check-box 501 on the GUI 500 to be unchecked (disables)
by operating the operation unit 206, the control unit 203 sets
so that the group authentication is permitted.

In an initial setting, even in a case where the authentica-
tion mode is set to the user authentication in the MFP 101,
compatibility with the driver software operating on the PC
102 is considered to be important, and the check-box 501 is
not checked, permitting the group authentication. In general,
the department authentication, which is a group authentica-
tion, is an authentication by a department ID and password,
and compared to a user authentication by a user name and a
password including English text and numerals, for example,
a security strength relating to the authentication is lower. For
this reason, checking the check-box 501 in order to make the
security strength of the authentication higher may be per-
formed.

Note, an activation of the GUI 500 and an operation input
with respect to the GUI 500 are assumed to be possible only
in a case of an administrator authority of the MFP 101. Also,
it is assumed that the PC 102 is able to obtain a result of
setting using the GUI 500 via the network 110.

The GUI 600 shown in FIG. 6 is a GUI for performing the
first setting, and when a user inputs an instruction for
performing the first setting by operating the operation unit
206, the control unit 203 displays the GUI 600 exemplified
in FIG. 6 on the operation unit 206 (touch panel screen).

When the user sets a check-box 601 on the GUI 600 to a
checked state (enables) by operating the operation unit 206,
the control unit 203 sets that “the user authentication is
required in order to execute a job received from the PC 102”.
Meanwhile, when the user sets the check-box 601 on the
GUI 600 to an unchecked state (disables) by operating the
operation unit 206, the control unit 203 sets that “the user
authentication is not required in order to execute a job
received from the PC 102”. If, in a state where the check-box
601 is enabled, a job for which the user authentication
cannot be performed is received from the PC 102, the
control unit 203 treats the job processing as an error, and
records an error history.

Note, an activation of the GUI 600 and an operation input
with respect to the GUI 600 are assumed to be possible only
in a case of an administrator authority in the MFP 101. Also,
it is assumed that the PC 102 is able to obtain a result of
setting using the GUI 600 via the network 110.

In step S1101, the control unit 302 determines whether or
not the contents set using the GUIs 500 and 600 on the side
of the MFP 101 (the device configuration information) are
already acquired from the MFP 101. In a case where the
result of the determination is that the contents are already
acquired, the processing proceeds to step S1102, and in a
case where the contents are not acquired the processing
proceeds to step S1105.

Note, the device configuration information is not limited
to contents set using both the GUIs 500 and 600, and may
indicate whether or not contents set on either of the GUIs
500 and 600 is enabled (that a check-box is enabled). Also,
configuration may be taken so that other information is
included in the device configuration information, and infor-
mation such as a paper feed tray configuration, an option
configuration, or the like, and a setting value pertaining to an
authentication mode, an authentication algorithm, or the
like, may be included.

In step S1102, the control unit 302, referencing the device
configuration information, determines whether or not the
first setting is enabled (it is set that the user authentication
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is required in order to execute a job received from the PC
102). If the result of this determination is that the first setting
is enabled, the processing proceeds to step S1103, and if the
first setting is not enabled, the processing proceeds to step
S1104.

In step S1103, the control unit 302 selects the user
authentication as the authentication mode to perform the
authentication prior to the execution of the job on the side of
the MFP 101, and a GUI 800, exemplified in FIG. 8, is
displayed on the display unit 306. The GUI 800 is a GUI for
setting a user name and a password used in the user
authentication.

A region 801 is a region for inputting the user name, and
the user is able to input a desired user name into the region
801 by operating the operation unit 305. A region 802 is a
region for inputting the password, and the user is able to
input a desired password into the region 802 by operating the
operation unit 305.

Also, by the user making an instruction on a button 803
by operating the operation unit 305, the control unit 302
acquires an 1D (a department ID) of a department corre-
sponding to the user name (a department that the user
belongs to) from the MFP 101 and displays it on the GUI
800. In FIG. 8, the department ID acquired and displayed is
“11117.

Then, when the user makes an instruction on an “OK”
button after inputting the user name and the password on the
GUI 800 by operating the operation unit 305, the control unit
302 controls the command processing unit 303, and a
command {authentication mode=user authentication, user
name=user name inputted into region 801, password=
password inputted into region 802} is generated. Then, the
control unit 302 transmits this command to the MFP 101 by
controlling the communication unit 301, and causes a
request for execution of a job accompanying user authenti-
cation processing to be performed.

Note, there are two types of execution timings for authen-
tication processing in which there is exchange between the
PC 102 and the MFP 101. One is where the MFP 101
performs the authentication processing upon reception of the
job. The other is when prior to the execution of the job, the
authentication processing is performed. Because, in the case
of the latter, the result of the authentication is obtained prior
to the execution of the inputting of the job, it is possible to
avoid inputting of a job in which there is an authentication
failure. However, because in such a case there is a presup-
position that the result of the authentication, corresponding
to an authentication command, is notified of by the MFP
101, this cannot be used in an environment in which
communication from the MFP 101 to the PC 102 is difficult.

However, the configuration of the command that is trans-
mitted may be changed as appropriate according to the
circumstances. Also, configuration may also be taken such
that the command is transmitted to the MFP 101 after having
encoded or encrypted a portion or the whole of the com-
mand.

Also, the setting of the user name and the password using
the GUI 800 is not limited to being performed at this point
in time, and may be performed immediately before the
transmission of the job, and configuration may also be taken
such that it is performed in advance before initiation of the
processing in accordance with the flowchart of FIG. 9. Note,
for the user name inputted into the region 801 of the GUI
800, a department counter to which the department 1D is
associated is incremented by job processing in the MFP 101.

Meanwhile, in step S1104, the control unit 302, referenc-
ing the device configuration information, determines

10

15

20

25

30

35

40

45

50

55

60

65

8

whether or not the second setting is enabled (prohibiting the
group authentication). If the result of this determination is
that the second setting is enabled, the processing proceeds to
step S1103, and if the setting is not enabled, the processing
proceeds to step S1105.

In step S1105, the control unit 302 causes a GUI (not
shown) for allowing selection of either the user authentica-
tion or the group authentication to display on the display unit
306, and a selection instruction from the user is awaited.
Then, in a case where the user selects the user authentication
by operating the operation unit 305, the processing proceeds
to step S1103 through step S1106, and in a case where the
group authentication is selected, the processing proceeds to
step S1107 through step S1106.

In step S1107, the control unit 302 selects the group
authentication as the authentication mode for performing the
authentication prior to the execution of the job on the side of
the MFP 101, and causes a GUI (not shown) for setting the
authentication information using the group authentication to
display (GUI for authentication information input) on the
display unit 306. Then, when the user makes an instruction
on an “OK” button after inputting the authentication infor-
mation on the GUI for authentication information input by
operating the operation unit 305, the control unit 302 con-
trols the command processing unit 303, and a command
{authentication mode=group authentication, authentication
information=authentication information inputted by the GUI
for authentication information input} is generated. Then, the
control unit 302 transmits this command to the MFP 101 by
controlling the communication unit 301, and causes a
request for execution of a job accompanying group authen-
tication to be performed.

Also, the setting of the authentication information using
the GUI for authentication information input is not limited
to being performed at this point in time, and may be
performed immediately before the transmission of the job,
and configuration may also be taken such that it is performed
in advance before initiation of the processing in accordance
with the flowchart of FIG. 9. Note that, steps S1105 and
S1106 can be omitted from the flowchart shown in FIG. 9.
In this case, if the result of the determination in step S1104
is that the second setting is not enabled, the processing
proceeds to step S1107.

Next, for processing that the MFP 101 performs for
receiving a command that the PC 102 transmits, explanation
will be given using FIG. 4 which shows a flowchart for this
processing. Please take note that the command that the MFP
101 receives is not limited to a command that the PC 102
generates in accordance with the flowchart of FIG. 9.

In step S1201, the control unit 203 receives a command
transmitted from the PC 102 by controlling the communi-
cation unit 201, and determines whether or not the authen-
tication mode within the received command is “user authen-
tication”. If the result of the determination is that the
authentication mode is “user authentication”, the processing
proceeds to step S1202, and if the authentication mode is not
“user authentication”, the processing proceeds to step
S1203.

In a case where the processing proceeds from step S1201
to step S1202, the control unit 203 executes so-called user
authentication processing by determining whether or not the
user name and the password within the command respec-
tively match the user name and the password registered by
the control unit 203 in advance by controlling the authen-
tication unit 208 in step S1202. In a case where the result of
user authentication processing is that the user names and
passwords do match, the control unit 203 determines the
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user authentication to have succeeded, and executes a job
attached to the command or a job transmitted from the PC
102 following the command. In a case where, by the user
authentication, a job is executed, the department counter is
incremented using the department ID set in advance for the
authenticated user. Meanwhile, in a case where the user
names and passwords do not match, the control unit 203
determines that the user authentication has failed, and noti-
fies the PC 102 that the user authentication failed by
controlling the communication unit 201.

Meanwhile, in step S1203, the control unit 203 deter-
mines whether or not the authentication mode in the com-
mand received in step S1201 is “group authentication”. If
the result of this determination is that the authentication
mode is “group authentication”, the processing proceeds to
step S1204. Meanwhile, if the authentication mode is not
“group authentication”, the processing proceeds to step
S1202 because either an authentication designation is not
made by this command, or an authentication mode other
than the user authentication and the group authentication is
designated.

In a case where the processing proceeds from step S1203
to step S1202, the control unit 203, in step S1202, executes
a job attached to the command or a job transmitted from the
PC 102 following the command. Of course, in such a case,
the processing details in step S1202 are not limited to this,
and configuration may also be taken such that the authen-
tication is performed in accordance with an authentication
mode designated in the command, and if the authenticating
succeeds, the job is executed, and if the authenticating fails,
the PC 102 is notified of such.

In step S1204, the control unit 203 determines whether or
not the first setting set using the GUI 600 of FIG. 6 is
enabled (it is set that the user authentication is required in
order to execute the job received from the PC 102). If the
result of this determination is that the first setting is enabled,
the processing proceeds to step S1206, and if the first setting
is not enabled, the processing proceeds to step S1205.

In step S1206, the control unit 203 cancels the job as an
error without executing it because execution is requested for
a job for which an authentication mode, that is restricted as
a setting of the MFP 101, is designated. Then the control unit
203 notifies the PC 102 that the job cannot be executed by
controlling the communication unit 201.

In step S1205, the control unit 203 determines whether or
not the second setting set using the GUI 500 of FIG. 5 is
enabled (the group authentication is prohibited). If the result
of'this determination is that the second setting is enabled, the
processing proceeds to step S1206, and if the second setting
is not enabled, the processing proceeds to step S1202.

In a case where the processing proceeds from step S1205
to step S1202, the control unit 203 executes so-called group
authentication processing by determining whether or not the
authentication information for group authentication within
the command matches the authentication information for
group authentication registered by the control unit 203 in
advance by controlling the authentication unit 208 in step
S1202. In a case where the result of the group authentication
processing is that the authentication information does match,
the control unit 203 determines the group authentication to
have succeeded, and executes a job attached to the command
or a job transmitted from the PC 102 following the com-
mand. Meanwhile, in a case where the authentication infor-
mation does not match, the control unit 203 determines that
the group authentication has failed, and notifies the PC 102
that the group authentication failed by controlling the com-
munication unit 201.
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Next, explanation will be given using FIG. 7 for control
of whether or not to execute a job by the MFP 101 corre-
sponding to a combination of a setting using the GUIs 500
and 600 on the side of the MFP 101 and an authentication
mode that a command, generated on the side of the PC 102,
designates.

If the first setting set using the GUI 600 is enabled, the
MFP 101, irrespective of the second setting set using the
GUI 500, permits execution of the job (reception possible)
in a case where the command from the PC 102 designates
the user authentication, and prohibits execution of the job
(reception not possible) in a case where the command from
the PC 102 designates the group authentication.

If the first setting set using the GUI 600 is disabled, and
the second setting set using the GUI 500 is also disabled, the
MFP 101 permits the execution of the job (reception pos-
sible) regardless of whether the command from the PC 102
designates the user authentication or the group authentica-
tion.

If the first setting set using the GUI 600 is disabled and the
second setting set using the GUI 500 is enabled, the MFP
101 permits execution of the job (reception possible) in a
case where the command from the PC 102 designates the
user authentication, and prohibits execution of the job (re-
ception not possible) in a case where the command from the
PC 102 designates the group authentication.

In this way, by virtue of the present embodiment, the MFP
101, in accordance with, the settings by the GUIs 500 and
600, is able to prevent the execution of a job for which the
user authentication is not performed. For this reason, it
becomes possible to cause the user authentication mode set
for the MFP 101 and the authentication mode applied for the
execution of a job from the PC 102 to match.

Also, it is possible for the PC 102 to select an appropriate
authentication mode in accordance with the contents set
using the GUIs 500 and 600 on the side of the MFP 101, to
generate a command indicating this authentication mode,
and transmit it to the MFP 101. Furthermore, it becomes
possible to preserve compatibility with conventional driver
software that only can use group authentication by setting
modification in the MFP 101.

Other Embodiments

Embodiment(s) of the present invention can also be
realized by a computer of a system or apparatus that reads
out and executes computer executable instructions (e.g., one
or more programs) recorded on a storage medium (which
may also be referred to more fully as a ‘non-transitory
computer-readable storage medium’) to perform the func-
tions of one or more of the above-described embodiment(s)
and/or that includes one or more circuits (e.g., application
specific integrated circuit (ASIC)) for performing the func-
tions of one or more of the above-described embodiment(s),
and by a method performed by the computer of the system
or apparatus by, for example, reading out and executing the
computer executable instructions from the storage medium
to perform the functions of one or more of the above-
described embodiment(s) and/or controlling the one or more
circuits to perform the functions of one or more of the
above-described embodiment(s). The computer may com-
prise one or more processors (e.g., central processing unit
(CPU), micro processing unit (MPU)) and may include a
network of separate computers or separate processors to read
out and execute the computer executable instructions. The
computer executable instructions may be provided to the
computer, for example, from a network or the storage
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medium. The storage medium may include, for example, one
or more of a hard disk, a random-access memory (RAM), a
read only memory (ROM), a storage of distributed comput-
ing systems, an optical disk (such as a compact disc (CD),
digital versatile disc (DVD), or Blu-ray Disc (BD)™), a
flash memory device, a memory card, and the like.

While the present invention has been described with
reference to exemplary embodiments, it is to be understood
that the invention is not limited to the disclosed exemplary
embodiments. The scope of the following claims is to be
accorded the broadest interpretation so as to encompass all
such modifications and equivalent structures and functions.

This application claims the benefit of Japanese Patent
Application Nos. 2014-009785, filed Jan. 22, 2014 and
2014-250318, filed Dec. 10, 2014 which are hereby incor-
porated by reference herein in their entirety.

What is claimed is:

1. A print apparatus, comprising at least one processor
operatively coupled to a memory and providing:

a reception unit configured to receive a print command
from an information processing apparatus via a net-
work;

a print unit configured to print an image on a sheet on the
basis of the print command received by the reception
unit;

an authentication unit configured to perform a first
authentication process corresponding to a first authen-
tication mode in a case where the reception unit has
received the print command including first authentica-
tion information used in the first authentication mode,
and perform a second authentication process corre-
sponding to a second authentication mode in a case
where the reception unit has received the print com-
mand including second authentication information used
in the second authentication mode;

a control unit configured to control the print unit to
perform print process on the basis of the print com-
mand received by the reception unit in a case where the
first or second authentication process by the authenti-
cation unit has succeeded; and

a setting unit configured to set a configuration for restrict-
ing the print process when the first authentication
process is not enabled, wherein

the control unit is configured to control the print unit to
cancel a print process based on the print command
including the second authentication information used in
the second authentication mode, in a case where the
configuration has been set by the setting unit.

2. The print apparatus according to claim 1, wherein the
first authentication mode is user authentication, and the
second authentication mode is group authentication.

3. The print apparatus according to claim 2, wherein the
first authentication information used in the first authentica-
tion mode includes user identification information, and the
second authentication information used in the second
authentication mode includes group identification informa-
tion.

4. The print apparatus according to claim 1, wherein both
of the print processes that are performed based on the print
command including the second authentication information
used in the second authentication mode and the second
authentication process are cancelled in a case where the
configuration has been set by the setting unit and the
reception unit has received the print command including
second authentication information used in the second
authentication mode.
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5. The print apparatus according to claim 1, wherein the
reception unit is configured to receive print data in addition
to the print command, and

the print unit is configured to print the image on the sheet
on the basis of the print data.

6. The print apparatus according to claim 1, wherein the
control unit is configured to control the print unit to cancel
the print process in a case where the authentication process
by the authentication unit has failed.

7. The print apparatus according to claim 1, wherein the
control unit is configured to control the print unit to cancel
the print process of this print command in a case where the
print command does not include any of the first authentica-
tion information used in the first authentication mode and
the second authentication information used in the second
authentication mode.

8. A print method executed by a processor of a print
apparatus, comprising:

receiving a print command from an information process-
ing apparatus via a network;

printing an image on a sheet on the basis of the received
print command;

performing a first authentication process corresponding to
a first authentication mode in a case where the print
command including first authentication information
used in the first authentication mode has been received,
and performing a second authentication process corre-
sponding to a second authentication mode in a case
where the print command including second authenti-
cation information used in the second authentication
mode has been received;

controlling to perform print process on the basis of the
received print command in a case where the first or
second authentication process has succeeded; and

setting a configuration for restricting the print process
when the first authentication process is not enabled,
wherein

print process is controlled to be cancelled based on the
print command including the second authentication
information used in the second authentication mode, in
a case where the configuration has been set.

9. A non-transitory computer-readable storage medium
storing a computer program for causing a computer of a print
apparatus having a print unit configured to print an image on
a sheet on the basis of a print command to function as:

a reception unit configured to receive the print command
from an information processing apparatus via a net-
work;

an authentication unit configured to perform a first
authentication process corresponding to a first authen-
tication mode in a case where the reception unit has
received the print command including first authentica-
tion information used in the first authentication mode,
and perform a second authentication process corre-
sponding to a second authentication mode in a case
where the reception unit has received the print com-
mand including second authentication information used
in the second authentication mode;

a control unit configured to control the print unit to
perform print process on the basis of the print com-
mand received by the reception unit in a case where the
first or second authentication process by the authenti-
cation unit has succeeded; and

a setting unit configured to set a configuration for restrict-
ing the print process when the first authentication
process is not enabled, wherein
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the control unit is configured to control the print unit to
cancel print process based on the print command
including the second authentication information used in
the second authentication mode, in a case where the
configuration has been set by the setting unit. 5
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